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The effect of information and communications technology (ICT) on
improving performance and creating innovation among industrial companies

(Case Study: International Pharmaceutical Company, Sana'a Yemen)

Abstract

The fate of societies has become increasingly linked to technology. It is clear that in
such a case, understanding the effects of technology, including ICT technology (ICT), has
become very important. It is worth noting that information technology is one of the
important environmental factors that seriously affects the position, performance and fate of
societies, organizations and individuals. This study aimed to study the impact of ICT
technology (ICT) on innovation and performance at the International Medicines Company
in Sanaa. The research curriculum is descriptive - survey. The statistical community
represents the current study in the employees of the International Pharmaceutical
Company, where 172people were chosen as a sample using the Kurdran format and the

simple random sample method. The data collection tool to measure the effects of ICT
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EiaTeS
technology (ICT) as an assistant to innovation factor on industrial companies' performance -
is the questionnaire. Data analysis was also conducted on two levels of descriptive and
inferential statistics. Structural equations modeling was also used using SMARTPLS to
verify research hypotheses. Finally, all the research hypotheses were confirmed, and the
results showed that information and communications technology has a significant impact

on innovation and the company's performance .

Keywords: ICT technology (ICT), institutional performance, innovation, global pharmaceutical company.
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Provide a model for measuring the level of business intelligence ripening in the
digital transformation environment for electronic business (case study: Yemen

Mobile Company)
Abstract:

This research aims to provide a model to measure the level of business intelligence ripening in
the environment of the digital transformation of the electronic business of companies that provide
Internet services, which was conducted using the qualitative curriculum based on the apparent
approach. The number of participants in this study reached 100specialists, experts and electronic
business managers who worked in the field of providing Internet services in Yemen Mobile, who
were chosen using the maximum discrimination method. The data was collected through in -depth
and semi -organized interviews and is analyzed using the Clayees method. The results are
classified into five levels of business intelligence using the Delphi style (level 1: basic maturity,
level 2: frequent maturity, level 3: specified maturity, level 4: orbiting, level 5: improved
maturity). After that, a model that includes 33dimensions and 232indicators are designed in
research literature, where the dimensions and indicators were chosen according to the researcher's

opinion and the approval of experts. The five levels of business intelligence are finally distributed
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and analyzed using the analysis of the confirmation factors in the Smartpls program, the form of
support for the model.

Keywords: maturity, Internet service providers, electronic business, business intelligence
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Abstract

This study aimed to identify the impact of human capital—specifically knowledge, skills,
experience, and creativity—on enhancing competitive advantage in terms of cost, quality,
flexibility, and time at the University of Science and Technology Hospital in Sana'a. The study
employed a descriptive analytical approach and utilized a comprehensive survey targeting all
administrative leaders in the hospital, including general managers, deputies, department heads, and
unit supervisors, totaling 66 individuals. Data were collected using a structured questionnaire and
analyzed through the SPSS statistical software. The findings revealed that the hospital shows
significant interest in all dimensions of human capital, ranked as follows: experience, knowledge,
skills, and creativity. Similarly, competitive advantage dimensions were prioritized in the order:
quality, flexibility, time, and cost. The study confirmed a statistically significant impact of human
capital on enhancing competitive advantage. Furthermore, it identified statistically significant
differences in respondents' perceptions based on demographic variables such as gender, age,
education, years of service, and job title. The study concluded with recommendations to strengthen
investment in human capital as a key element for organizational success and to continuously
improve all aspects of competitive advantage in light of ongoing technological and market
changes.

Keywords: Human capital; Competitive advantage; Experience; Knowledge; Healthcare

management.
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The Role of Yemeni Universities in Developing Specialized Programs in

Cybersecurity and Artificial Intelligence: Analytical Study
Abdalmilk Mohammed Yahya Shaker
Assistant Professor, Educational administration and planning
d.shaker2020@gmail.com
Dept. of Educational Sciences, Faculty of Education, University of Sa,adah , Yemen

Abstract:

The study aimed to analyze the extent of commitment of Yemeni universities to their role in
developing specialized programs in cybersecurity and artificial intelligence, and to indicate the
level of need and obstacles. The descriptive survey method was used, and a questionnaire
consisting of (41) paragraphs was prepared, distributed over three axes, namely (role, need,
obstacles), and applied to a sample that was chosen intentionally from academic leaders and
specialized faculty members, amounting to (85) individuals. The most prominent results of the
study were: that the commitment of Yemeni universities to their role in developing specialized
programs in cybersecurity and artificial intelligence was rated as (weak) at a percentage of (51%),
and that the level of need to develop specialized programs was rated as (high) at a percentage of

(83%), and the degree of obstacles to developing specialized programs was rated as (high) at a
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percentage of (77%). The results also showed that there were no statistically significant differenA(.:'e‘,;w H
in the responses of the study sample members attributable to demographic variables (gender,
nature of work, academic degree). The study concluded by presenting a number of
recommendations, including that the leadership of Yemeni universities should play a fundamental
role in strengthening international cooperation with international universities in developing such
programs to achieve scientific and technological progress in Yemen.
Keywords: Role - Yemeni Universities — Developing Specialized Programs.
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The Impact of Quality of Work Life on Employee Performance an Applied

Study in International Humanitarian Organizations Operating in the Capital

Municipality.
Waleed Fakher Assoc. Prof. Zaid Shawish
Master of Business Administration Head of Administrative Sciences Department -
waleed85newlife@gmail.com SABA University
SABA University, Sana’a, Yemen
Abstract:

This study aimed to investigate the impact of the quality of work life on employee performance
in international humanitarian organizations operating in Sana’a City.

To achieve this objective, the study adopted a descriptive-analytical approach. A questionnaire
was used as the main tool for collecting data from the study population. A stratified random

sample of 181 participants was selected, and the collected data were analyzed using statistical

methods.
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The study yielded several key findings, most notably the existence of a significant impact of
quality of work life on employee performance within the organizations under study. It also
revealed that the level of attention these organizations give to quality of work life is moderate,
while the levels of employee efficiency, commitment, and performance quality were found to be
high. The study recommended that the organizations should enhance their focus on quality of work
life beyond the current level. It also emphasized the importance of continuously developing
employee performance and skills, increasing their involvement in setting goals and strategic
planning, and encouraging creativity. Such efforts would enable the organizations to achieve their

strategic objectives more effectively.
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Abstract

The advent of social networking tools has led to a major shift in the way information is
disseminated. While it has enabled rapid communication and outreach, it has also created fertile
ground for the widespread propagation of fake news and misinformation. This review focuses on
the integration of big data analytics and machine learning (ML) techniques in detecting and
mitigating fake news and rumors across various social media platforms. It synthesizes recent
advancements in traditional ML algorithms, deep learning models, transformer-based
architectures, and hybrid strategies that combine multiple analytical approaches. The paper
evaluates and compares prior research contributions, highlighting their methodologies, strengths,
and limitations. Key challenges identified include data imbalance, algorithmic bias, the
sophistication of Al-generated content, and the need for explainable and generalizable models.
Despite significant progress—particularly = through « transformer models (e.g., BERT, GPT),
hierarchical attention networks, and multimodal fusion existing approaches still face limitations in
addressing linguistic diversity, domain adaptation, and evolving misinformation tactics. The
review provides a structured summary of current research trends and emphasizes the importance of
incorporating textual, visual, and user-level features. Furthermore, it outlines the necessity for
adaptive and interpretable models capable of responding to dynamic content generation
techniques. By identifying unresolved gaps, the paper aims to provide clear direction for future
research towards more scalable, robust, and transparent fake news detection systems.

Keywords: Fake News, Big Data, Machine Learning, Misinformation Detection.

1. Introduction

The digital revolution has significantly accelerated information dissemination, particularly
through social media platforms, such as Twitter, Facebook, and Reddit. While these platforms
facilitate open communication, they have also become major channels for the rapid spread of

misinformation, including fake news and rumors. The global impact of such false information can

Emirates International University Journal ORCID :https://orcid.org/0009-0006- Emirates International University
journal.eiu@eiu.edu.ye 9852-7530 ® https:/eiv.cdu.ye
dr.malekye@eiu.edu.ye ISSN (Online) : 3104-6150 oSeV): 781232222

@ https:/eiu.edu.ye/journals ]Islonlill;%.l‘isolglg(ISSN-L): 3104-6142 deal 5ill: 712715215

138
Copyright © EIUJ A sall 4 jleY) daalall Al Al ghae il (3 8s


mailto:dr.malekye@eiu.edu.ye

EIU Emirates International University Journal Vol. 2 No. 3 (2025)
20 g1 A8 JLeY) dnalall Alas

TS
be observed across various domains, including public health, politics, and financial markets

[17][23].

Fake news detection has therefore emerged as a critical challenge that demands scalable and
automated solutions. Conventional manual fact-checking approaches are limited in speed and
scope, prompting researchers to turn to data-driven methods [14]. In recent years, the fusion of big
data analytics with machine learning (ML) techniques has provided promising capabilities for
identifying, classifying, and mitigating fake news at scale [1][5][24].

Machine learning enables systems to learn patterns from vast datasets of news articles, social
media posts, and multimedia content. These systems leverage diverse techniques, ranging from
traditional algorithms such as Support Vector Machines (SVM) and Random Forests to deep
learning models like Long Short-Term Memory (LSTM) and Bidirectional Encoder
Representations from Transformers (BERT). Additionally, the rise of multimodal and hybrid
models has allowed for the integration of textual, visual, and user-level features, which enhances
detection accuracy in real-world scenarios [2][4][15][19].

This paper presents a structured and up-to-date review of recent contributions in the field of
fake news detection, with a particular focus on how big data and ML techniques are being used
across various contexts. The review categorizes detection approaches, highlights their strengths
and limitations, and identifies key research gaps and challenges—including data imbalance,
algorithmic bias, linguistic diversity, and adversarial content. The findings aim to guide future
research towards developing scalable, interpretable, and robust systems capable of addressing the
evolving nature of online misinformation [21][22][23].

2. Literature Review

Several machine learning techniques have been applied to fake news detection, each with
unique advantages and limitations. Table 1 summarizes key techniques, their descriptions,
strengths, weaknesses, and publication years.

Table 1 Comparison of Machine Learning Techniques for Fake News Detection

Technique  Description Strengths Weaknesses Year
SVM, RF, Traditional ML models  Fast, interpretable Poor generalization 2023
NB using handcrafted [1][14]

features
Logistic Baseline classifier Simple, efficient Weak on non-linear 2023
Regression patterns [14]
KNN Instance-based learning ~ Simple, non-parametric =~ Sensitive to noise [14] 2023

with distance metrics
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RNN, Deep learning for Captures semantics and = Requires large labeled = 2023

LSTM, sequence and context context datasets [3]

CNN

BIiLSTM +  Bidirectional with focus = Context-aware, High training time 2023

Attention on important tokens interpretable [16]

BERT, Transformers with self- | State-of-the-art High computational 2024

RoBERTa attention contextual cost [4][11]]25]

understanding

DistilBERT Compressed version of  Fast, memory-efficient = Slight accuracy trade- = 2023
BERT off [25]

GPT-4 Large-scale transformer- = Multilingual, high Data- and compute- 2024

Models based models performance intensive [1][4]

XLNet Permutation-based Strong dependency Expensive training 2024
transformers modeling [25]

T5 Text-to-text transformer = Flexible across NLP Large resource 2024
model tasks requirements [25]

3HAN Hierarchical attention Accurate, interpretable = Needs structured text = 2023
(word — sentence — [2]
doc)

SAFE, CSI | Combines user behavior - Robust, multimodal Complex training and = 2024

and network signals tuning [5][6]

2.1 Traditional Machine Learning Models

Traditional machine learning techniques, such as Support Vector Machines (SVM), Naive
Bayes (NB), Logistic Regression, and Random Forests were among the earliest models applied in
fake news detection. These models primarily rely on handcrafted features like bag-of-words, TF-
IDF, and syntactic patterns extracted from text [1][14]. Although computationally efficient and
easy to interpret, these models often perform poorly on unseen or domain-shifted data due to their
limited ability to model deeper semantics.

2.2 Deep Learning Architectures

With the rise of deep learning, more sophisticated methods emerged to model complex semantic
structures in language. Recurrent Neural Networks (RNNs), especially LSTM and GRU variants,
enable the sequential processing of text, capturing temporal dependencies critical for
understanding narratives in fake news [3]. CNNs offered benefits in detecting key phrases and
local dependencies, while BiLSTM networks incorporated forward and backward context.
Attention mechanisms further enhanced interpretability and relevance weighting. To better
understand transformer models like BERT, Fig.2 shows the architectural overview [11].

The introduction of transformers revolutionized NLP, with models like BERT achieving state-

of-the-art performance by employing self-attention and contextual embeddings [4]. Transformer-
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FAaTES

based architectures surpassed previous models in accuracy and scalability, becoming foundational

for recent detection systems.

Tok:

f

Trassformer
Encoding Layers

Y

Tok:

Tok: Toks Toks Toks

Transformer Encoder Layer 12
Transformer Encoder Layer 11

Transformer Encoder Layer 10

Transformer Encoder Layer 9

Iransformer Encoder Layer 2

Tramsformer Encoder Layer 1

+ S S S
Embedding

. 'y a 4

Tok: Toks

Toks [MASK]

Toks

Feed Vormard

Fig.2 Overview of the BERT Transformer Architecture

2.3 Transformer-based and Multimodal Models

Transformer-based models, such as BERT, RoBERTa, and GPT have revolutionized natural

language processing by enabling attention mechanisms to capture global context within text

sequences [4][11][25]. These models have become foundational in fake news detection systems

due to their superior accuracy and transferability across tasks. Multimodal approaches like SAFE

and CSI further integrate textual, visual, and user-level data, enabling comprehensive detection

pipelines that reflect real-world misinformation spread [5][6][19]. Models such as 3HAN use

hierarchical attention to interpret information at word, sentence, and document levels [2].

Meanwhile, GPT-4 and its variants offer high adaptability to different contexts and languages,

albeit with high resource demands [1][4].

2.4 Challenges in Fake News Detection

The following table outlines the main challenges in fake news detection, along with potential

solutions derived from recent literature.

Table 2 Key Challenges in Fake News Detection and Potential Solutions

Challenge
Data Imbalance

Bias and Fairness
Language/Domain

Diversity
Adversarial Content
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SMOTE, class weighting,
under-sampling [2][14]
Adversarial training, fairness-
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3. Methodology of the Study

This study employs a structured qualitative methodology to ensure a comprehensive,
transparent, and reproducible synthesis of the literature related to fake news and rumor detection
through big data analytics and machine learning (ML) techniques. Following established review
protocols, the study systematically identifies, selects, analyzes, and synthesizes relevant peer-
reviewed articles, surveys, and empirical studies published between 2017 and 2025 [5], [7], [24].
3.1 Data Collection
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Fig.3 Example of Fake News Propagation Pattern
Datasets utilized in prior research include publicly available repositories such as LIAR and

FakeNewsNet, social media platforms such as Twitter and Reddit, and fact-checking websites such

as PolitiFact and Snopes [7][9]. These datasets contain rich features including news content, source

credibility, propagation patterns, and user interactions. Ensuring temporal relevance and diversity

in misinformation categories—such as health, politics, and entertainment—enhances the

robustness of detection models [7][9]. An example propagation pattern is shown in Fig.3,

illustrating that fake news tends to spread faster and more broadly than truthful information, driven

by emotionally charged content and network structures [9].

3.2 Data Preprocessing

Preprocessing steps commonly employed include tokenization, lowercasing, stop-word removal,
lemmatization, stemming, and text vectorization methods, such as TF-IDF, Word2Vec, and

BERT embeddings [1][2]. Visual misinformation data undergo feature extraction through CNN
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architectures for multimodal integration [1][6]. Outlier detection in user behavior metrics reduces

noise and improves data quality [7].
3.3 Evaluation Metrics
In previous empirical studies, model performance was thoroughly assessed using a range of evaluation
metrics to ensure robustness, fairness, and interpretability. These metrics include:
e Accuracy, precision, recall, and F1-Score are standard in binary classification tasks.
e Confusion Matrix and ROC-AUC are used to visualize classification trade-offs and
performance across thresholds.
e Matthews Correlation Coefficient (MCC) is particularly effective for evaluating models on
imbalanced datasets.
e Explainability tools such as SHAP values, were employed to interpret model decisions and

identify feature importance [8].

YOLOv2

SSD

YOLO

Mask R-CNN m Frame Rate

m| Mean Average Precision

Faster R-CNN

Fast R-CNN

0O 10 20 30 40 50 60 70 80 S0 100
Fig.4 Performance Comparison of Detection Models

To provide a comparative overview, Fig.4 illustrates relative performance results from previous

studies across various models and configurations [2]

3.4 Model Development

Previous studies have developed and evaluated a wide range of models for fake news detection,

including:

e Traditional machine learning algorithms, such as Support Vector Machines (SVM),
Logistic Regression, and Naive Bayes.

e Deep learning architectures, including Convolutional Neural Networks (CNN), Long
Short-Term Memory (LSTM), and BiLSTM enhanced with attention mechanisms.

e Transformer-based models like BERT, RoBERTa, and fine-tuned versions of GPT-4.
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e Hybrid approaches, such as CSI, SAFE, and 3HAN, integrate textual and behavioral data
for improved classification accuracy.

These models were typically trained using cross-validation and optimized through grid search for

hyperparameter tuning, as demonstrated in studies such as [3][4].

4.Research Gaps and Future Directions

Despite notable advancements in fake news detection through big data and machine learning

(ML), several critical research gaps persist. These limitations hinder the development of scalable,

reliable, and ethically sound detection systems capable of coping with the dynamic nature of

online misinformation.

4.1 Language and Domain Generalization

One of the predominant challenges is the limited generalizability of existing models across

different languages and domains. The majority of current studies focus on English-language

datasets, neglecting non-English or low-resource languages, which significantly restricts the

applicability of these models in global contexts [1], [4], [22]. Additionally, domain-specific

misinformation (e.g., health, politics, finance) often requires tailored detection strategies that

existing models struggle to adapt to effectively.

Future Work: Researchers should invest in the development of cross-lingual and domain-

adaptive models utilizing transfer learning, multilingual transformers (e.g., XLM-R, mBERT),

and meta-learning frameworks to address language diversity and domain variability [20], [22].

4.2 Temporal and Real-Time Detection Constraints

Many models are designed for offline batch processing, limiting their utility in real-time

environments were misinformation spreads rapidly. The lack of real-time benchmarks and

deployment scenarios in current literature represents a major practical limitation [5], [7].

Future Work: Emphasis should be placed on building low-latency, streaming-based detection

systems capable of operating on live social media feeds. Incorporating real-time evaluation

metrics and temporal modeling techniques, such as event-based sampling or dynamic graphs may

improve responsiveness [23].

4.3 Adversarial Robustness and Evasion

With the rise of generative Al, fake news content is becoming increasingly sophisticated, making

it difficult for static models to detect manipulated or fabricated text, images, and videos. Existing

models are often vulnerable to adversarial attacks that exploit their feature selection mechanisms

[4], [25].
Emirates International University Journal ORCID :https://orcid.org/0009-0006- Emirates International University
journal.eiu@eiu.edu.ye 9852-7530 @ https://eiu.edu.ye
dr.malekye@eiu.edu.ye LSSE (OFSIISHISI)(:IS;I?f)] 530104 o1i oAeV: 781232222
e . inking -L): - Jualsill: 712715215
@ nttps://eiu.edu.ye/journals DOI: 10.64059

144
Copyright © EIUJ A sall 4 jleY) daalall Al Al ghae il (3 8s


mailto:dr.malekye@eiu.edu.ye

EIU Emirates International University Journal Vol. 2 No. 3 (2025)
Al sall A LeY) daalall dlas

EMIBATES
Future Work: Advancing adversarial training strategies, anomaly detection, and explainable AI H
methods can enhance robustness. Detection systems must be regularly updated to adapt to
emerging evasion tactics and synthetic content generation techniques [11], [18].

4.4 Dataset Limitations and Standardization

Many studies rely on small or domain-specific datasets, leading to limited generalizability and
reproducibility. Inconsistencies in annotation standards and class distributions also complicate
comparative evaluations [7], [9].

Future Work: The research community should prioritize the creation of standardized, large-
scale, and diverse benchmark datasets that include multimodal information (text, images,
metadata) and span multiple platforms and regions. Collaborative efforts among academic,
governmental, and industry stakeholders can accelerate dataset curation and sharing [21], [24].

4.5 Ethical Considerations and Transparency

Automated misinformation detection raises critical ethical issues, particularly regarding
censorship, privacy, and bias. While detection models aim to combat fake news, they may
inadvertently reinforce ideological filters or suppress legitimate dissent if not carefully designed
[16], [17].

Future Work: Future systems must incorporate fairness-aware learning, transparent model
interpretability, and stakeholder accountability. Ethical frameworks and guidelines should be
embedded throughout the model development lifecycle to ensure alignment with democratic
values and human rights [8], [13].

5.Conclusion

The rapid proliferation of misinformation on social media has emerged as a profound societal
challenge, necessitating advanced and scalable detection mechanisms. This paper has
comprehensively examined the intersection of big data analytics and machine learning (ML) in
the detection of fake news and rumors across diverse platforms and modalities.

By analyzing a wide range of detection techniques—including traditional ML algorithms, deep
learning architectures, transformer-based models, and hybrid approaches—this study has
highlighted the methodological strengths, limitations, and evolving trends in the field. Special
attention was given to the integration of multimodal signals, such as textual, visual, and
behavioral data, which significantly enhance model accuracy and contextual understanding.

While recent advancements, particularly in transformer-based models such as BERT and GPT-4,

have demonstrated promising capabilities in capturing linguistic and semantic complexity, critical
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limitations remain. These include poor performance in multilingual and domain-specific settings,
vulnerability to adversarial content, and a lack of interpretability and fairness in many models.

To address these gaps, future research should prioritize the development of adaptive, multilingual,
and ethically aligned detection frameworks. Such frameworks must be capable of operating in
real-time, leveraging cross-platform data, and maintaining transparency in decision-making
processes. Furthermore, collaboration across disciplines—including computer science, linguistics,
ethics, and public policy—is essential for constructing detection systems that are both technically
robust and socially responsible.

Ultimately, combating fake news in the digital age requires not only algorithmic innovation but
also a commitment to ethical design, public trust, and continual model evolution. This paper
provides a foundational synthesis to guide ongoing research and support the development of next-
generation systems for misinformation detection.
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Abstract

This study presents a practical cybersecurity framework using honeypot technology to
detect and analyze cyber threats. By deploying simulated systems such as Cowrie, Amun,
and Wordpot within a virtualized environment using VMware and GNS3, the research
demonstrates how deception can effectively engage attackers and capture their behavior.
The system is integrated with the Modern Honey Network (MHN) for centralized
monitoring and log collection. Simulated attacks including SSH brute-force and web
probing were carried out using Kali Linux and analyzed with Wireshark. The results show
that honeypots provide valuable threat intelligence, enhance detection capabilities, and

support proactive defense strategies in a secure and isolated environment.

Keywords: Honeypot; Cowrie; SSH; Cybersecurity; Network Emulation;

Introduction

In today’s digital era, cybersecurity has become a top priority due to the rapid evolution and
increasing frequency of cyber threats. According to recent global statistics, a cyber-attack
occurs approximately every 39 seconds, threatening the security and continuity of digital
infrastructures. Traditional defense mechanisms, such as firewalls and intrusion detection
systems (IDS), are often limited in detecting unknown or advanced attacks, especially those
exploiting zero-day vulnerabilities or bypassing signature-based detection.

Honeypot technology has emerged as an effective countermeasure, offering a proactive and
deceptive approach to network security. By deploying decoy systems that mimic real services,

honeypots lure attackers into interacting with fake environments, allowing security
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professionals to study their behavior without endangering real assets. This study proposes a
multi-layered honeypot framework utilizing Cowrie, Amun, and Wordpot honeypots within a
fully virtualized environment. The goal is to detect, analyze, and respond to cyber threats in
real-time, thereby enhancing threat intelligence and supporting resilient defense strategies.

2. Related Work and Framework Comparison

Several studies have investigated the role of honeypots in cyber threat detection and analysis.
For instance, Steingartner et al. developed a cyber deception model utilizing honeypots to
improve resilience against hybrid threats. Similarly, Yang et al. introduced a high-interaction
honeypot framework for proactive threat management. Other researchers, including Mohtasin
and Raghul, have explored the integration of virtual environments such as VMware and GNS3
for honeypot deployment.

However, many existing approaches either focus on a single honeypot type or lack
centralized monitoring and traffic analysis. This study differs by implementing a modular
framework that integrates multiple honeypots (Cowrie, Amun, and Wordpot) managed via the
Modern Honey Network (MHN) within a fully simulated and segmented virtual environment.
This enables comprehensive monitoring, realistic attacker engagement, and efficient forensic

analysis, bridging the gap between theoretical research and practical implementation.

3. Contribution
This research provides a practical and scalable honeypot-based framework for cyber
threat detection, analysis, and mitigation. Unlike traditional systems that primarily rely on
prevention, this approach uses deception to actively interact with attackers. The main
contributions are:
e Multi-honeypot architecture: Combines Cowrie (SSH), Amun (low-interaction), and
Wordpot (CMS) honeypots to simulate diverse attack surfaces.
e Virtualized isolated environment: A secure network built with VMware and GNS3 ensures
safe experimentation.
e Integration with MHN: Enables centralized logging, monitoring, and attack visualization.
e Realistic attack simulation: Uses Nmap, Kali Linux, and Wireshark for comprehensive
analysis.
e Threat intelligence generation: Collects and analyzes attacker behavior for improved defense

strategies and awareness.
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4.Problem Statement

Traditional cybersecurity systems face significant limitations in detecting sophisticated,
unknown, or zero-day attacks. Most rely heavily on predefined rules, known signatures, or
anomaly detection, which makes them vulnerable to new or adaptive attack strategies. In
addition, these systems often generate high volumes of false alerts, overwhelming security
teams and reducing the efficiency of response mechanisms.

Furthermore, there is a lack of effective tools for understanding attacker behavior, as
traditional defenses focus on prevention rather than engagement. Without interaction with
threat actors, it becomes difficult to gather intelligence on their tactics, motivations, and
tools. The absence of deception or diversion strategies also allows attackers to target real
assets directly.

These challenges highlight the need for a proactive solution that not only detects threats
but also interacts with them in a controlled environment. Honeypots offer such a solution
by attracting attackers, logging their activities, and supporting detailed analysis, all without
risking production systems.
5. Research Objectives
The main objective of this research is to design, implement, and evaluate an effective
cybersecurity framework based on honeypot technology to improve threat detection and analysis.
The study aims to achieve the following specific objectives:
e To develop a multi-layered honeypot system simulating various services such as SSH, HTTP, and
CMS platforms.
e To deploy the system within a segmented and isolated virtual network using VMware and GNS3.
e To collect attacker behavior data using centralized logging (via MHN) and network analysis tools
(e.g., Wireshark).
e To analyze the effectiveness of different honeypot interaction levels (low, medium, high) in
capturing threat intelligence.
e To demonstrate how honeypots can support real-time monitoring, enhance cybersecurity awareness,
and serve as educational and research tools.
6. Research Methodology
This project adopts the Agile methodology as the core development model due to its
flexibility, adaptability, and iterative nature. Agile supports incremental development and
continuous feedback, making it ideal for dynamic cybersecurity projects that require frequent

updates and testing.
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The development process was divided into small, manageable tasks such as honeypot
installation, network configuration, logging setup, and attack simulation. Each stage was
tested and improved based on results and observed performance.

Key tools used include:

e  VMware Workstation Pro: For hosting virtual machines representing honeypots,
attackers, and monitoring systems.

e GNS3: For simulating a realistic network environment with DMZ zones and
routing.

e Modern Honey Network (MHN): For centralized honeypot management and
logging.

o Kali Linux & Nmap: To simulate realistic cyber-attacks and reconnaissance.

e  Wireshark: For detailed packet-level traffic analysis.

The Agile approach ensured continuous refinement, improved collaboration, and timely
identification of potential issues during implementation.
7.Scenario and Simulation

To assess the effectiveness of the proposed honeypot framework, a simulated environment
was built using VMware Workstation Pro and GNS3. This virtual network includes
segmented zones with multiple honeypot systems, an attacker machine, and monitoring

components.

192168299 > 200.5030.15
MHN-Servers 192.168.298 > 200.50.30.14
ﬂ Amen-itoseypot 19216822 > 200.5030.10
$SH-Homeypot o 0
o8 @
100
edet
PN
-F a
©
192.168.2.0/24

192.168.50.0/30 e1/0

12.000/29

140,90.60.0/24

Fig. 1 Network architecture of the honeypot environment designed in GNS3.

Emirates International University Journal ORCID :https://orcid.org/0009-0006- Emirates International University
journal.eiu@eiu.edu.ye 9852-7530 @ https://eiu.edu.ye
dr.malekye@eiu.edu.ye ISSN (Online) : 3104-6150 oeY: 781232222

Linking ISSN (ISSN-L): 3104-6142 Jual 5ill: 712715215

@ nttps://eiu.edu.ye/journals DOIL 10.64059

153
Copyright © EIUJ A sall 4 jleY) daalall Al Al ghae il (38


mailto:dr.malekye@eiu.edu.ye

EIU Emirates International University Journal Vol. 2 No. 3 (2025)
Al sall A LeY) daalall dlas

EMIR?
The deployed honeypots include:
e Cowrie (High-Interaction SSH Honeypot)
e Amun (Low-Interaction Generic Service Honeypot)
e  Wordpot (Web-based CMS Honeypot for WordPress)
These systems are centrally managed through the Modern Honey Network (MHN), which collects
logs and visualizes attack patterns.
The attacker machine runs Kali Linux and performs various reconnaissance and attack techniques
using tools such as Nmap and Hydra. Scenarios include:
e SSH brute-force attacks on Cowrie
e Telnet and HTTP probing of Amun
e WordPress login and plugin enumeration attempts on Wordpot
All network activity is monitored and analyzed using Wireshark to inspect traffic and confirm
attacker interaction with the honeypots.
8. Challenges
During the development and testing of the honeypot-based framework, several challenges were
encountered:
1. Balancing realism and safety: Creating believable honeypot environments without exposing the
internal network required careful isolation.
2. Complex network configuration: Integrating honeypots with GNS3 and VMware while
configuring VLAN:S, firewalls, and routing policies was technically demanding.
3. Hardware limitations: Running multiple wvirtual | machines and monitoring tools consumed
significant system resources.
4. False positives: Low-interaction honeypots occasionally produced misleading alerts due to generic
probes.
5. Data overload: Consolidating logs from Cowrie, Amun, Wordpot, MHN, and Wireshark led to
large volumes of data requiring effective filtering and correlation.
6. Maintenance effort: Regular monitoring, script updates, and system resets were needed to
maintain functionality and realism.
Addressing these issues was essential for achieving reliable, secure, and scalable honeypot deployment.
9. Results
The deployment of the honeypot framework produced promising outcomes in terms of threat

visibility and system functionality. Key findings include:
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e Successful system deployment: A fully operational environment was established with MHN

managing all honeypots.
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Fig. 2 Wireshark analysis of SSH brute-force attack traffic.

o Realistic attacker interaction: Simulated attacks were effectively captured, including brute-
force attempts, service scans, and CMS exploitation probes.

e Detailed behavioral logs: Cowrie captured shell commands, login attempts, and file
manipulations; Wordpot detected WordPress-specific scans; Amun logged service probes.

o Traffic analysis with Wireshark: Provided packet-level insight into the methods and tools
used by attackers.

e Visualization and statistics: MHN dashboards presented real-time metrics on attack

frequency, top targets, and source IPs.
(o A R ——EE A

Welcome to the Modern
Honeypot Network Server

Fig. 3 shows the server settings MHN.
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e Security assurance: Despite simulated breaches, internal systems remained protected due to
proper segmentation and firewall policies.
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11. Conclusion

This study demonstrates the effectiveness of honeypot technology in combating
cybercrimes through deception and threat intelligence. By integrating multiple honeypots
within a virtualized and isolated environment, and managing them via a centralized
platform (MHN), the framework successfully captured and analyzed various attack
behaviors.

The findings highlight the value of honeypots in supplementing traditional security
tools, enhancing detection capabilities, and enabling proactive defense strategies.
Furthermore, the system serves as a powerful educational and research tool for studying
real-world attack techniques in a safe and controlled manner.

Future work may include automating data correlation, expanding the range of
honeypots, and integrating machine learning models to improve anomaly detection and
attack classification.
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ABSTRACT

This study presents an advanced cybersecurity framework that leverages Honeypot
technology integrated with a fine-tuned Large Language Model (LLM) and an Intrusion
Prevention System (IPS) to combat cybercrime. The proposed system emulates an SSH
server environment to attract malicious actors, capturing and analyzing their activities
using a custom-trained LLM based on 617 Linux command-response pairs obtained from
Cowrie logs and public datasets. Optimization techniques such as LoORA and QLoRA were
employed to enhance model efficiency while minimizing computational overhead.
Concurrently, the IPS component monitors and blocks suspicious traffic in real time,
further strengthening the defense posture. Experimental validation through brute-force
simulations using Kali Linux and Nmap demonstrated the system’s capacity to
realistically imitate server behavior and effectively extract actionable intelligence from
attacker interactions. Despite integration and maintenance challenges, the proposed

solution offers a robust mechanism for proactive threat detection and response.

Keywords: SSH Honeypot, Wordpot Honeypot, Deception Technology, Honey Net,
Network Security, Cyber Security, Large Language Models (LLMs).
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1. Introduction:

Ensuring robust network security has become increasingly challenging due to the rapid
evolution of cyber threats and adversarial tactics. According to Cybint Solutions, a
cyberattack targets an internet-connected device approximately every 39 seconds [1],
underscoring the need for more adaptive and intelligent defense mechanisms. While
traditional solutions such as firewalls and intrusion detection systems (IDS) provide
foundational protection, they often fall short when dealing with sophisticated or novel
attack vectors.

Honeypot technologies offer an innovative approach by emulating real services and
operating systems to deceive and engage attackers, allowing for in-depth behavioral
analysis. This research explores the implementation of multiple honeypot systems,
including SSH, FTP, HTTP, and Telnet emulations, deployed within virtual environments
using tools such as VMware Workstation Pro, GNS3, and Wireshark. A centralized
architecture is proposed via a modern honeycomb framework to facilitate efficient
deployment and management.

A core contribution of this study lies in the integration of an Intrusion Prevention
System (IPS) and a Large Language Model (LLM) into the honeypot infrastructure. The
IPS module monitors and mitigates suspicious traffic patterns in real time, while the LLM
enhances the analytical capabilities of the honeypot by interpreting attacker behavior,
techniques, and tooling [2].

This synergistic combination aims to provide real-time threat intelligence and deeper
visibility into adversarial interactions, ultimately enabling more effective threat hunting,
incident response, and strategic decision-making in cybersecurity defense operations.

2. Contribution
The key contributions of this research are summarized as follows:

1.Design and implementation of an integrated cybersecurity framework that
combines advanced deception technologies (honeypots) with Large Language

Models (LLMs) to enhance proactive threat detection.
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2.Enhancement of analytical capabilities by leveraging LLMs to process and
interpret attacker behavior, enabling faster and more accurate extraction of threat
intelligence from command-line interactions.

3.Development of a practical, open-source tool that organizations can adopt to
strengthen their cybersecurity posture through intelligent deception, behavioral
analysis, and automated intrusion prevention.

3. Problem data
Despite advances in cybersecurity technologies, traditional defense mechanisms

continue to face several critical limitations:

1.Limited effectiveness against novel and complex attack vectors: Traditional security
tools often rely on known signatures or predefined rules, rendering them
ineffective against zero-day exploits and advanced persistent threats.

2.Exposure of real production systems: Conventional defenses interact directly with
genuine services and operating systems, increasing the risk of compromise in the
event of a successful breach.

3.High rate of false positives: Operating in live environments often results in a large
volume of alerts—many of which are false positives—leading to alert fatigue and
reduced operational efficiency.

4.Lack of proactive response mechanisms: Many legacy systems cannot autonomously
adapt or respond to emerging, unfamiliar threats in real time.

5.Inability to extract attacker tactics and tooling: Traditional systems often fail to
capture and interpret the methods, tools, and sequences used by attackers during
intrusions.

6.Failure to deceive or divert attackers: Existing solutions typically lack mechanisms
to mislead adversaries or redirect them away from mission-critical infrastructure.

4. Research Objectives

This study aims to design and implement an advanced cybersecurity framework that
integrates honeypot systems, intrusion prevention systems (IPS), and fine-tuned large
language models (LLMs) to build a proactive and intelligent defense mechanism beyond

traditional perimeter-based solutions [3]. The framework focuses on simulating real-
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world attacker scenarios, such as brute-force SSH attacks using tools like Nmap within a

Kali Linux environment, to evaluate the system’s effectiveness in detecting and

responding to cyber intrusions.

A key aspect of this objective is the creation of an interactive honeypot system

powered by open-source technologies and a fine-tuned LLM trained on attacker-

generated command data. This enables the system to replicate realistic server behavior

and extract actionable threat intelligence.

Sub-Objectives:

1. Avoid exposing actual production systems: The proposed honeypot-based

architecture ensures attacker engagement is limited to isolated virtual environments.

2. Integrate LLM-based intelligence: Apply artificial intelligence through LLMs to

analyze attacker input, adapt to evolving threats, and generate realistic system

responsces.

3. Eliminate noisy traffic analysis: Since the environment is isolated from real

operations, any malicious activity stands out, reducing the rate of false positives.

4. Capture attacker behavior: Collect and analyze attacker techniques, tools, and

tactics to better understand threat actors and improve incident response.

5. Implement deception and delay mechanisms: Waste the attacker’s time through

fake services and responses, thereby reducing the risk to actual infrastructure.

5. Related Work / Literature Review

Over the past two decades, honeypot technologies have been widely explored as a

means of enhancing network security through deception and attacker engagement.

Honeypots operate by simulating vulnerable systems to attract attackers and log their

actions for analysis. According to Beringer et al. [1], early honeypot research focused

primarily on static low- or medium-interaction systems that served as passive traps

with limited behavioral realism.

More recent advancements have aimed at improving interaction fidelity and

deployment scalability. For instance, Kelly et al. [2] conducted a comparative study

on deploying honeypots across different cloud environments, highlighting the trade-

offs between scalability, cost, and effectiveness. These works laid the groundwork for

more dynamic and centralized honeynet architectures.
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In parallel, intrusion prevention systems (IPS) have evolved to provide real-time
detection and automated response to network threats. IPS solutions have been
integrated with honeypots in certain frameworks to improve overall protection, as
discussed by Deshmukh et al. [8], who emphasized the value of profiling attacker
behavior through dynamic threat environments.

With the emergence of artificial intelligence and large language models (LLMs),
researchers have begun exploring their applications in cybersecurity. Touvron et al.
[4] demonstrated the adaptability of LLMs such as LLaMA for context-sensitive
natural language tasks, while Sladdic et al. [9] proposed the idea of generative
honeypots that leverage LLMs to simulate system behavior in a more intelligent and
responsive manner.

However, despite these promising directions, the integration of fine-tuned LLMs
with real-time honeypot systems and IPS frameworks remains largely unexplored
in practical research. Existing works either rely on static deception or lack automated
analysis mechanisms powered by Al

This research addresses this gap by proposing an integrated architecture that
combines:

o Medium-interaction honeypots (Cowrie, Wordpot, Amun),

e A fine-tuned LLaMA 3-8B model for simulating and analyzing attacker input,

e And a real-time intrusion prevention system (IPS) to automatically block
malicious behavior.

By merging deception, artificial intelligence, and active defense into a unified
system, this study contributes a novel approach to proactive cyber threat mitigation.

6. Research Methodology
This research follows an Agile software development methodology to design and

implement the proposed cybersecurity framework. The Agile approach was selected due
to its iterative nature, adaptability, and suitability for complex system development
involving multiple technologies. The key reasons for adopting Agile include:
1.Speed and adaptability: Agile allows for rapid prototyping and continuous
improvement, enabling faster development cycles and quick adaptation to new

requirements or findings.
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2.Modular system design: The system is broken down into smaller, manageable
components such as honeypot deployment, LLM integration, IPS configuration, and
testing modules.
3.Continuous refinement: Agile facilitates incremental enhancements, allowing for
adjustments during the development lifecycle based on testing feedback and
performance evaluation.
This methodology ensures that each component of the framework is developed,
validated, and optimized in iterative phases, resulting in a robust and scalable solution.

7. Scenario used in the search
The experimental scenario designed for this research involves the deployment of a

virtualized test environment that replicates a realistic network infrastructure targeted by
cyber attackers. The environment consists of multiple honeypot systems—Cowrie,
Amun, and Wordpot—each emulating different network services such as SSH, Telnet,
and HTTP.

These honeypots are strategically integrated with a fine-tuned Large Language
Model (LLM) that processes and analyzes attacker inputs in real time. The simulation
involves conducting controlled brute-force attacks and other intrusion techniques using
tools such as Kali Linux and Nmap to evaluate the responsiveness, realism, and
deception quality of the system.

The goal of the scenario is to assess the system’s ability to:

e Accurately mimic real server behaviors and interactions.

o Capture attacker behavior and tactics.

 Evaluate the effectiveness of LLM-driven analysis and IPS interventions.

e Demonstrate the system’s readiness for real-world deployment in a secure and

controlled manner.

8. Data collection and processing
To develop and fine-tune the Large Language Model (LLM) used in this research, a

diverse and contextually rich dataset was compiled from multiple sources. The objective
was to create a training corpus that reflects realistic attacker behavior and system
interactions.

Data Sources:
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o Cowrie Honeypot Logs: Publicly available Cowrie logs were utilized as a primary
source. Cowrie is a medium-interaction SSH and Telnet honeypot that records
authentication attempts, shell command executions, and other attacker behaviors [5].

e Open Honeypot Datasets: Public repositories containing attacker session data and
command logs were incorporated to capture real-world adversarial patterns.

o Standard Linux Commands: Commonly used Linux command-line inputs were
included to expand the model’s general understanding of system operations and to
ensure appropriate response generation.

o Command-Response Interpretations: An additional 293 synthetic command-response
pairs were manually constructed to strengthen the model’s ability to explain,
simulate, and respond to diverse input scenarios.

9. Dataset Construction
e Dataset 1: 174 commands extracted and labeled from Cowrie honeypot interactions.

e Dataset 2: 160 commands based on the top 100 Linux commands, manually
augmented with multiple variations.

e Dataset 3: 283 concise summaries from Linux command manuals (man pages).

These datasets were merged into a unified corpus comprising 617 labeled command-
response pairs. The execution of these commands was simulated using a local Cowrie
environment, with corresponding system: responses captured to reflect realistic
interaction. Standard  preprocessing - techniques—including text normalization,
tokenization, and structural formatting—were applied to ensure data consistency and
model readiness.

Prompt Engineering

To enhance the interaction capabilities of the model, two types of claims are designed:

You are mimicking a Linux server. Respond
with what the terminal would respond

when a code is given. | want you to

reply only with the terminal outputs

inside one unique code block and

nothing else. Do not write any

explanations. Do not type any

commands unless | instruct you to do

S0.

Figure 1 — Terminal Emulation Prompts:

Emirates International University ORCID :https://orcid.org/0009-0006- Emirates International University
Journal 9852-7530 @ https://ein.edu.ye

[e] journal.eiu@eiu.edu.ye ISSN (Online) : 3104-6150 odeY): 781232222

<] dr.malekye@eiu.edu.ye Linking ISSN (ISSN-L): 3104-6142 Sual sill: 712715215

@ nttps://eiu.edu.ye/journals DOI: 10.64059

6
Copyright © EIUJ 49l ALyl daeloel dxe A gazo aulall Bgd>


mailto:dr.malekye@eiu.edu.ye

EIU
Emirates International University Journal Vol. 2 No. 3 (2025)

A 5al) ) 5LaY) daalad) ddaa

Designed to simulate authentic Linux terminal responses. These prompts enable the
LLM to respond to attacker-issued commands as though it were a real operating system
shell.

10. Model selection
Several open-source LLM architectures were evaluated for their suitability in

honeypot environments. The candidates included LLLaMA 3, Phi-3, CodeLlama, and
Codestral. While large models such as LLaMA 3-70B demonstrated high language
comprehension, their resource demands and slower inference times rendered them less
practical for deployment in constrained environments.

After extensive benchmarking, the LLaMA 3-8B model was selected as the optimal
choice due to its balanced trade-off between computational efficiency and response
accuracy, making it well-suited for real-time honeypot simulation tasks.

Supervised Fine-Tuning and Optimization Techniques

To tailor the selected LLaMA 3-8B model for honeypot-specific tasks, a Supervised
Fine-Tuning (SFT) process was conducted using the custom dataset of 617 Linux
command-response pairs. The fine-tuning was carried out via the LLaMAFactory
framework, which supports advanced optimization workflows.

Several cutting-edge techniques were employed to enhance model performance and
efficiency:

Focused on enabling the LLM to behave as a Linux expert capable of explaining the syntax,
purpose, and outcomes of commands entered by an attacker. This mode enhances forensic
analysis and supports educational applications.

Logs
Auth.info

Commands
-Responses
=T|mestamp
| —

S

SSH-Server

[——

LLM

Fig. 1. Interactive LLM-Honeypot Server Framework
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You are a Linux expert. You understand
what every Linux terminal command does
and you reply with the explanation

when asked.

Fig. 2. Expert Explanation Prompts

Both prompt types were rigorously tested to ensure alignment with the research
objectives and to maintain contextual accuracy, realism, and low latency in system
interactions.
e Low-Rank Adaptation (LoRA):
This technique reduces the number of trainable parameters by factorizing weight
matrices into lower-dimensional components, enabling effective adaptation with
significantly reduced computational overhead.
¢ Quantized LoRA (QLoRA):
The model was quantized to 8-bit precision, further minimizing memory and
processing demands while retaining accuracy, allowing it to run efficiently on
resource-constrained hardware.
e NEFTune Regularization:
Controlled noise was introduced into the training process to prevent overfitting,
thereby improving the model’s ability to generalize across varied attacker inputs and
scenarios.
o Flash Attention 2:
This memory-efficient attention mechanism was integrated to accelerate sequence
processing and improve scalability when handling long input sequences typical in
shell command logs.
These optimization techniques collectively enabled the development of a lightweight,
high-performance model capable of generating realistic Linux terminal outputs and

interpreting attacker interactions in real time.
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3 root
4 root .
root root bashrc
root roo
bash logout

5.255.255.0

root@localhost:~/$ l

Fig. 3. Example of Honeypot SSH connection

5. Attack Simulation Example
Now, through Attacker-Kali, we will install the Nmap tool:

kali@attacker:~S sudo apt install nmap [sudo] password nmap -sP command will send a set
of ping requests to identify open or closed devices

Fig. 4. Now check the ports for all devices with which the Internet connection is available.

Fig. 5. All 1000 scanned ports on 200.50.30.1 are closed.

Attacker-Kali attempt to hack Amun-Honeypot server and connect using Telnet protocol via Port 23
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Trying 200.5
Connected
Escape chara
command unkr
solariss

command unknown

command unknown
solaris#

command unknown

4
mmand unknown

solaris#
command unknown

solariss
exit

Connection closed by foreign host.

Fig. 6. Connect using the http protocol over port 83 to Amun -Honeypot server.
6. IPS Intrusion Prevention Systems

An Intrusion Prevention System (IPS) is a proactive security mechanism designed to
monitor, analyze, and automatically block malicious network activities in real time.
Unlike traditional Intrusion Detection Systems (IDS), which only alert administrators
upon detecting suspicious behavior, IPS solutions actively intervene to prevent threats
from reaching their targets [6].

Due to the rapid execution of exploits once a system is targeted, IPS is configured to
respond immediately based on predefined security rules established by system
administrators [7]. This real-time response capability makes IPS a vital component of
modern layered defense strategies.

Core Functions of IPS

e Threat Detection: Analyzes network traffic for known malicious signatures or
behavioral anomalies.

e Traffic Filtering: Drops or blocks suspicious packets, often based on IP address,
port, or payload analysis.

e Logging and Reporting: Records attack attempts and system responses for forensic
analysis and compliance.

e Policy Enforcement: Prevents violations of organizational security policies by
monitoring user and system behavior.

In enterprise environments, IPS often complements other tools such as firewalls,

antivirus solutions, and endpoint protection systems, creating a unified defense
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strategy. It also assists in identifying policy gaps, deterring misuse, and maintaining
situational awareness across the network.
Operational Mechanism
IPS actively inspects redirected or mirrored network traffic, comparing it against known

attack patterns or anomaly baselines. Upon identifying a threat, IPS may:

J Drop the malicious packet immediately.
. Block all subsequent traffic from the offending source.
. Alert the security operations team.

Legitimate traffic is allowed to pass without disruption, ensuring uninterrupted
service delivery.
Detection techniques employed by IPS include:
o Signature Matching: Identifying known threats based on stored patterns.
. Anomaly Detection: Flagging deviations from established baselines of

“normal” behavior.

o Protocol Analysis: Ensuring protocol compliance and flagging structural
inconsistencies.
. String and Substring Matching: Detecting known malicious payload

patterns, such as in HTTP requests.
J TCP/UDP Port Monitoring: Identifying port scans or unauthorized
service access attempts.
Types of IPS
IPS solutions are generally categorized into four main types:
1. Network-Based IPS (NIPS): Monitors the entire network infrastructure for signs
of intrusion.
2. Wireless IPS (WIPS): Focuses on detecting and preventing wireless-specific
threats such as rogue access points.
3. Host-Based IPS (HIPS): Installed directly on individual hosts to monitor system
calls and local activity.
4. Network Behavior Analysis (NBA): Detects anomalies based on traffic flow

behavior, often useful against DDoS attacks and malware propagation.
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By integrating IPS into the proposed honeypot-based defense system, the framework
gains a critical layer of automated, real-time protection that complements the
deception and analysis capabilities of LLM-driven honeypots.

Stateful Protocol Analysis (also known as State-Controlled Protocol Detection):
This detection method evaluates the behavior of network protocols by comparing
observed events against a predefined profile of normal, expected protocol activity. It
maintains awareness of the connection state and inspects protocol sequences to identify
any deviations, such as out-of-order commands, malformed packets, or unauthorized
operations.
This technique enables the IPS to detect subtle protocol abuses that may not match
known signatures or trigger anomaly alerts, making it highly effective against

sophisticated, protocol-level attacks.

T C Emlosgaam

. “ “

v
i"-':
©f
L]

v

v

N8O 0n d

Fig. 7. This figure shows how the system works.
11. Expected challenges
While the proposed system demonstrates significant potential in enhancing cyber

defense mechanisms, several technical and operational challenges are anticipated:

1. System Integration Complexity:
Integrating heterogeneous components—such as Cowrie honeypots, IPS solutions, and
fine-tuned LLMs—may lead to interoperability issues. Ensuring seamless data flow and
synchronization between modules requires careful architectural design and robust
middleware [8].

2. Performance Overhead:

The inclusion of resource-intensive modules like LLMs and real-time traffic
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inspection mechanisms may introduce latency and strain on system resources. This can
potentially degrade the system's responsiveness to fast-paced cyberattacks.

3. Maintenance Demands:

Maintaining such a composite system involves continuous updates, including retraining
LLMs with new datasets, updating IPS signature rules, and ensuring that honeypot
emulations remain convincing and up to date.

4. Operational Complexity:

The system's multi-layered architecture increases its operational complexity, which may
pose difficulties for configuration, monitoring, and troubleshooting. A steep learning

curve might also be required for security analysts to effectively manage the system.

12. Results
The proposed framework was evaluated through a series of controlled experiments

designed to assess the effectiveness of the fine-tuned Large Language Model (LLM) in
mimicking real server behavior within an SSH honeypot environment. The results
demonstrate that the system achieves high accuracy in simulating attacker interactions
and producing contextually appropriate responses.

13. System Implementation and Simulation
The core system was deployed on a testbed using two NVIDIA RTX A6000

GPUs (40GB VRAM each) for model training. The interactive framework included:
e An attacker interface running on Kali Linux.
e A simulated SSH server built using the Paramiko library.
e A fine-tuned LLaMA 3-8B model responsible for generating terminal-like
responses.

The system recorded and analyzed interactions such as login attempts, executed
commands, [P addresses, and LLM-generated responses. The goal was to create realistic
attacker sessions for both deception and analysis purposes.

Training Performance

The supervised fine-tuning process was carried out over 36 training steps using a
learning rate of 5x107*. The training loss consistently decreased, indicating effective
learning and adaptation to honeypot simulation tasks. The entire training session

completed in approximately 14 minutes, demonstrating efficiency and scalability.
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Fig. 8. 36-step training losses in supervised fine-tuning
Evaluation Metrics

To assess response accuracy, three similarity metrics were used:

e Cosine Similarity: 0.695

e Jaro-Winkler Similarity: 0.599

o Levenshtein Distance: 0.332
These values reflect a strong alignment between the model’s output and expected Linux
command responses, with most outputs closely matching real terminal behavior. Even in
outlier cases, the responses remained contextually accurate due to reinforcement through
false sample training and sandboxed constraints.
Functional Validation
Additional testing confirmed that the system could:

o Simulate realistic error messages for invalid commands.

e Maintain context across multiple attacker commands.

o Log attacker behavior for post-analysis.

o Deceive attackers into engaging with the honeypot, thereby delaying or

misdirecting real threats.

The integration of the LLM with the SSH service provided a high-fidelity simulation that
significantly enhanced both deceptive capabilities and threat intelligence gathering,
proving the viability of Al-assisted honeypots in modern cybersecurity defense.

This comparison highlights the proposed system’s superiority in accuracy and

responsiveness, while significantly reducing false alarms.
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Table 1: Performance Comparison Between Different Honeypot Setups

‘ System Type H Cosine Similarity “ False Positive Rate “ Avg. Response Time |
‘ Traditional Honeypot H 0.41 H High H 150 ms ‘
‘ Honeypot + IPS H 0.51 “ Medium “ 120 ms |
‘ Proposed (LLM+IPS) H 0.695 H Low H 95 ms ‘

14. Conclusion

This work shows that an LLM-assisted honeypot can deliver realistic, low-latency
interactions while enriching threat intelligence and reinforcing preventative controls. Across
multiple open-source backbones, LLaMA-3-8B proved the most practical for constrained
deployments, offering a strong balance between response quality and computational
footprint. We specialized the model to the SSH-honeypot domain via supervised fine-tuning
on a curated set of 617 Linux command-response pairs and incorporated LoORA  / QLoRA,
NEFTune regularization, and Flash-Attention 2 to reduce memory usage, mitigate overfitting,
and accelerate long-sequence processing.

Under controlled experiments, the fine-tuned model achieved cosine similarity = 0.695,
Jaro—Winkler = 0.599, and Levenshtein distance = 0.332 against reference terminal
outputs—evidence of strong semantic and surface-level alignment. Training completed in ~14
minutes on dual RTX A6000 GPUs, and the deployed system sustained an average response
time of ~95 ms while retaining context across multi-step attacker sessions, generating plausible
error messages, and logging artifacts for forensic :analysis. When paired with an Intrusion
Prevention System (IPS), the proposed LLM + IPS stack outperformed traditional baselines,
yielding higher output fidelity, fewer false positives, and faster responses (Table 1), thereby
strengthening both deception and defense-in-depth.

Beyond accuracy and latency, the system’s operational value derives from two
complementary modes: (a) a terminal-emulation mode that convincingly engages adversaries
and (b) an expert-explanation mode that interprets attacker commands for analysts and
educators, improving triage and knowledge transfer. Integrating the LLM honeypot with IPS
adds a proactive, automated layer—dropping malicious flows while the honeypot diverts and
studies adversary behavior.

We recognize expected challenges—systems integration, resource overhead, model/IPS

upkeep, and operational complexity—and treat them as concrete engineering targets. Future

Emirates International University ORCID :https://orcid.org/0009-0006- Emirates International University
Journal 9852-7530 @ https://ein.edu.ye

[e] journal.eiu@eiu.edu.ye ISSN (Online) : 3104-6150 odeY): 781232222

<] dr.malekye@eiu.edu.ye Linking ISSN (ISSN-L): 3104-6142 Sual sill: 712715215

@ nttps://eiu.edu.ye/journals DOI: 10.64059

15
Copyright © EIUJ 49l ALyl daeloel dxe A gazo aulall Bgd>


mailto:dr.malekye@eiu.edu.ye

EIU
Emirates International University Journal Vol. 2 No. 3 (2025) m
Al all Al Hlay) dalad) ddaa

work will: (1) expand datasets to broader Linux distributions and adversarial behaviors; (2)
incorporate online/continual learning with integrity guards; (3) evaluate adversarial robustness
and prompt-/command-injection defenses; (4) add protocol-aware agents (Telnet/HTTP/DB
services); and (5) formalize risk and bias controls under standardized assurance frameworks.
Overall, our results affirm the feasibility and effectiveness of LLM-based honeypots for
modern cybersecurity operations, especially when optimized for real-time, resource-

constrained environments and coupled with stateful IPS analytics.
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ABSTRACT

Image encryption is a crucial technique in ensuring the confidentiality and security of digital
images, especially when transmitted over untrusted networks. Combining the RSA cryptosystem
and Integer Wavelet Transform (IWT) offers a robust method for encrypting images. RSA provides
strong asymmetric encryption, while IWT compresses the image efficiently, reducing data size and
maintaining image quality.

Keywords: Asymmetric image encryption: IOM, PTM, RSA, IWT
1. Introduction:

in today's digital age, images play a vital role in various fields, including social media,
medical imaging, defense, and telecommunication. With the increase in digital image
transmission over the internet, the security and privacy of images have become a major
concern [1]. Encryption is a critical method for protecting sensitive images from
unauthorized access. In this paper, we explore an integrated approach to image encryption
that combines the widely used RSA (Rivest-Shamir-Adleman) algorithm and the Integer
Wavelet Transform (IWT). This combination offers [2].

2. Related Work
Image encryption has been a significant research area for ensuring the confidentiality of

images transmitted over the internet [5]. Various techniques have been developed to protect

image data, ranging from symmetric key encryption methods like AES (Advanced Encryption
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Standard) to asymmetric methods such as RSA[4]. The RSA algorithm, due to its reliance on
public and private key pairs, is often preferred for its security robustness. However, the RSA
algorithm alone can be computationally intensive when dealing with large datasets like images,
leading to performance bottlenecks Wavelet-based techniques, such as Discrete Wavelet
Transform enhanced security while maintaining efficient image processing. The RSA algorithm
is one of the most robust and well-known public-key cryptosystems, primarily used for securing
data through encryption and decryption [1]. Meanwhile, wavelet transform, such as IWT, are
widely used for image compression and signal processing. By integrating RSA with IWT we aim
to provide an advanced method for securing image data, offering both encryption strength and
efficiency [5].

Discrete Wavelet Transform (DWT) and Integer Wavelet Transform (IWT), have gained
popularity in image compression and processing. IWT, in particular, preserves the integrity of
the data during transformation, making it a preferred choice for lossless encryption processes.
The integration of cryptographic techniques with wavelet transforms has been explored in
several studies, offering a promising approach to both Encrypt and compress image data.
However, combining RSA with IWT for image encryption remains underexplored in the
literature, and this paper addresses this gap by proposing an efficient encryption system based on
these techniques [4]

Image encryption has become an essential research area for ensuring the confidentiality
of images transmitted over the internet. Various encryption techniques have been developed
to protect image data. Symmetric key encryption methods such as the Advanced Encryption
Standard (AES) are widely adopted due to their speed and efficiency when handling large
datasets [3]. However, asymmetric key encryption methods, like the RSA algorithm, rely on
public and private key pairs, offering stronger security guarantees. RSA is preferred for its
robustness against attacks but can be computationally expensive, especially when processing
large datasets like images, leading to performance bottlenecks. Wavelet-based techniques,
such as the Discrete Wavelet Transform (DWT) and Integer Wavelet Transform (IWT),
have gained popularity in image compression and processing due to their ability to preserve
data integrity during transformation. IWT, in particular, is favored in lossless encryption

processes because it maintains the exact original data after the inverse transformation.
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Several previous studies have explored the combination of cryptographic techniques with
wavelet transforms. For instance, Chandra and Pandey (2017) proposed a hybrid model
combining DWT with AES, achieving a good balance between encryption speed and data
security. However, one downside of this approach was the potential for data loss during the
transformation process, which made it unsuitable for sensitive applications requiring lossless
encryption. Another notable study by Gupta et al. (2019) examined the use of RSA in
combination with DWT. While the encryption system provided strong security, the
computational load imposed by RSA, especially when encrypting large datasets like high-
resolution images, led to delays and reduced efficiency[1]. Despite the contributions of these
studies, the integration of RSA with IWT remains underexplored in the literature. IWT
offers the advantage of being a lossless transform, which ensures that the image can be
perfectly reconstructed after decryption, a critical feature for high-fidelity image encryption
[2]. This paper aims to address the gap by proposing an efficient encryption system based on
combining RSA and IWT [7]. The proposed approach seeks to enhance both the security and
performance of image encryption, providing a robust solution for securely transmitting image
data over the internet without compromising the quality of the encrypted data. Symmetric key
encryption methods, such as the Advanced Encryption Standard (AES), have been widely
adopted due to their computational efficiency and speed when handling large datasets like
images. Sharma et al. (2016) proposed a fast and secure image encryption scheme using AES
that offered high encryption speed and low computational overhead. However, the symmetric
nature of AES requires secure key distribution, which can pose challenges in highly distributed
environments like the internet. While AES is suitable for applications where speed is critical, its
security is heavily reliant on the secrecy of the shared key. On the other hand, asymmetric key
encryption methods, like the Rivest-Shamir-Adleman (RSA) algorithm, offer a more secure
approach by utilizing two separate keys — a public key for encryption and a private key for
decryption. RSA is favored in scenarios requiring strong security, as the use of large key sizes
makes it resistant to brute-force attacks [2]. Singh and Supriya (2013) conducted a
comprehensive analysis of RSA's performance in image encryption, emphasizing its high level of
security. However, the authors noted that RSA's computational complexity, especially when

dealing with high-resolution images or large datasets, results in significant performance
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overhead. RSA’s security comes at the cost of speed, making it less suitable for real-time image
encryption applications. To address the challenges of computational complexity, researchers
have explored the use of wavelet transforms in combination with cryptographic algorithms.
Wavelet-based techniques, such as the Discrete Wavelet Transform (DWT) and Integer
Wavelet Transform (IWT), are widely used in image compression and processing due to their
multi-resolution analysis capabilities[8] . DWT, for instance, decomposes an image into multiple
frequency bands, allowing for efficient compression and manipulation. However, DWT is a lossy
transform, meaning that some information is discarded during transformation, which may not be
ideal for sensitive applications, on the other hand, is a lossless wavelet transform, making it
an attractive choice for image encryption. The main advantage of IWT is that it preserves
the original image data after transformation, ensuring that no information is lost during
encryption and decryption. Wang et al. (2015) demonstrated the effectiveness of IWT in
image encryption, achieving high compression rates while maintaining data integrity. Their
work showed that combining IWT with encryption algorithms could result in a more
efficient and secure system for image transmission [6]. Several recent studies have explored
the combination of cryptographic techniques with wavelet transforms. Chandra and Pandey
(2017) proposed a hybrid model that integrated DWT with AES, providing a good balance
between encryption speed and data security. However, they acknowledged that the lossy
nature of DWT could lead to issues in applications requiring high fidelity and exact data
recovery [2]. Similarly, Gupta et al. (2019) investigated the combination of RSA with DWT
for secure image encryption. Their system offered strong encryption security, but the
computational cost of RSA, particularly when handling large datasets, led to performance

bottlenecks. This issue becomes even more significant when encrypting.

Methodology

The proposed encryption scheme utilizes the RSA algorithm in conjunction with the
Integer Wavelet Transform (IWT) to secure digital images. The process involves several
stages, including image preprocessing, IWT-based transformation, RSA encryption, and

reverse decryption for recovering the original image [6].
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3.1RSA algorithm overview:

RSA is a public-key encryption algorithm that uses two keys: a public key for encryption
and a private key for decryption. The algorithm is based on the difficulty of factoring large
prime numbers, providing a high level of security. The mathematical foundation of RSA can
be summarized as follows high-resolution images, where RSA's slow encryption time can
hinder its practical usability [1]. Despite the promising results from these studies, the integration
of RSA with IWT remains underexplored in the literature. Given that IWT is a lossless
transform, it has the potential to overcome the limitations posed by DWT-based systems,
particularly in scenarios where preserving the exact original image is critical[7]. Moreover, by
combining the security advantages of RSA with the data-preserving capabilities of IWT, a more
efficient and robust image encryption system can be developed. In this paper, we aim to address
this gap by proposing a novel image encryption system based on RSA and IWT [4]. Our system
leverages RSA for its robust security features and IWT for its lossless data transformation,
ensuring that the original image can be perfectly reconstructed after decryption. By integrating
these two techniques, we strive to enhance both the security and performance of image
encryption, offering a solution that is suitable for the secure transmission of high-fidelity images
over the internet.The proposed system not only provides strong encryption but also minimizes
computational overhead, making it more practical for real-time applications.

1.Select two prime numbers, p & q.

2.Compute p * g=n.

3.Compute the Euler's totient function (p-1) x(q-1) = ¢(n)

4.Choose d, such that d x e = 1 mod ¢(n) the public key is (e, n) and the private key is

(d, n).
5.Encryption: a message m is encrypted as
modn  em=c.
6.The ciphertext c is decrypted as

mod n dc =m.

3.2 Integer wavelet Transform (IWT):
Wavelet transform is widely used for signal and image processing due to their ability to
decompose signals into different frequency components. The integer wavelet transform

(IWT) is a specific type of wavelet transforms that ensures lossless data recovery by
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working with integer values. This makes it ideal for applications that require exact
reconstruction of the original data, such as image encryption. In the proposed method,
IWT is applied to the image to decompose it into frequency sub bands. The transformed
coefficients are then passed through the RSA encryption algorithm to protect the image
data [1].

4. Proposed encryption scheme:

The encryption scheme can be summarized as follows:

1. Image preprocessing: The input image is first converted into its grayscale form if
it is a color image. This simplifies the encryption process by reducing the data
dimensions [2].

2. IWT decomposition: the grayscale image is then decomposed using the integer
wavelet transform (IWT), producing several subbands representing different
frequency components of the images.

3. RSA encryption: the coefficients from IWT decomposition are treated as message
data and encrypted using the RSA algorithm. The public key is used for
encrypting the coefficients.

4. Ciphertext image generation: The encrypted coefficients are recombined into a

transformed image. This image is the encrypted version, ready for transmission.

4.1Decryption process:

The decryption process follows the reverse of the encryption process:
1. RSA decryption: The encrypted image coefficients are decrypted using the
private key of the RSA algorithm.
2. Inverse IW: the decrypted coefficients are then passed through the inverse
IWT to reconstruct the original image.
3. Image reconstruction: The original grayscale image is restored, and if needed,

converted back to its original color form.

4.2 Simulation and implementation

In this experiment, we aim to implement and test a secure image encryption and

decryption process using RSA (Rivest-Shamir-Adleman) and Inverse Wavelet
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Transform (IWT). The method ensures that image data can be protected during
transmission and later reconstructed without any significant loss of quality. Below
are the steps and results obtained during the encryption and decryption phases.

Tools: python, Python Imaging Library (PIL) or Pillow, PyCryptodome.

4.3Image Preparation

To begin, the image used in this experiment is a colored image of Lena (Figure 1),
which is widely used for image processing tasks. We first read the image in its original
RGB format. The image is then divided into its red (R), green (G), and blue (B) channels

for further processing.

Figure 1: Original Lena image before encryption.

4.4 Encryption Process

After separating the image into its RGB channels, each channel undergoes the
following steps:
e [IWT Transformation: We apply the Inverse Wavelet Transform (IWT) to each
channel to break down the image into multi-resolution subbands.
e Data Flattening: The resulting IWT coefficients from each channel are flattened into
a single array to simplify the encryption process.
RSA Encryption: Using the public key generated via RSA, we encrypt the data in 128-byte

chunks. RSA ensures the security of the flattened image data during transmission.

4.5 Decryption Process

The decryption process is the reverse of the encryption:
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e Data Decryption: The binary file containing the encrypted data is read and decrypted
using the RSA private key. The encrypted chunks are decrypted back into the
original flattened IWT coefficients.

e [WT Reconstruction: After decrypting the data for each channel, we reassemble the
coefficients into the proper shape and perform the inverse IWT on each channel to
reconstruct the R, G, and B channels.

e Image Reassembly: The reconstructed RGB channels are combined to recreate the
original image.

The decrypted image is then saved and displayed (Figure 2).

5. Results

Figure 2: Lena image after decryption.
In this implementation, the reconstructed image retains the original quality, and the
encryption-decryption process is validated. The steps were confirmed by observing
the successful decryption of the image without any visible artifacts or color loss.
Experimental Resulted
To validate the proposed encryption scheme,
experiments were conducted on various standard test images, including Lena,
Cameraman, and Peppers. The encryption process was evaluated based on key
metrics such as encryption time, decryption time, and image quality after decryption

(measured using PSNR-Peak Signal-to-Noise Ratio).
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5.1Encryption and decryption times:

The encryption times for different images size were compared with traditional RSA-
based images encryption. The proposed method showed a significant reduction in
encryption time due to the use of IWT, which reduces the overall data size before

encryption.

5.2Image quality analysis:

After decryption, the quality of the reconstructed images was evaluated using PNSR.
The results indicated that the decrypted images were nearly identical to the original
images, with minimal loss in quality. This highlights the effectiveness of the IWT in

preserving the images integrity during the encryption process.

6. Conclusion and future Works

This paper presents an integrated approach to image encryption using the RSA
algorithm and the Integer Wavelet Transform (IWT). The combination or these
techniques offers a robust solution for securing image data while maintaining high-
quality image reconstruction. The experimental results demonstrate that the proposed
method significantly reduces encryption and decryption times compared to
traditional methods while ensuring the confidentiality and integrity of the image data.

In the future work, we aim to explore the integration of other cryptographic
algorithm with wavelet transforms to further enhance the security and efficiency of
image encryption. Additionally, the application of this method in real-time systems,
such as medical imaging or surveillance, will be investigated.
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Abstract

This study investigates the effect of partial replacement of Portland cement with red
mud on the compressive strength of high-strength concrete (HSC). Red mud, an industrial
by-product of alumina production, was replaced at ratios of 5, 10, 15, 20, 25, 30, and
35% by weight of cement. Compressive strength tests were performed on the produced
concrete cubes. The results showed that a reference HSC mix (0% red mud) achieved a
compressive strength of 85 MPa. However, red mud replacement reduced the
compressive strength at all ratios, decreasing to 70 MPa at 5% and 56 MPa at 35%. In
contrast to reported results for medium-strength concrete, where optimum red clay ratios
(e.g., 10-20%) can maintain or increase strength, no such optimum ratio was observed

for the high-strength concrete investigated here.

Keywords: Red Mud; Waste; High strength concrete; Compressive strength

1. Introduction

Concrete stands out as the most widespread construction material worldwide due to its
strength, durability, and economic viability (Qureshi et al. 2022; Raj et al. 2024).
However, the manufacturing process of its primary binder, Portland cement, is
particularly energy-intensive and contributes greatly to global anthropogenic CO>
emissions (Qureshi et al. 2022). This significant environmental impact drives the ongoing
search within the construction sector for sustainable alternatives, especially
supplementary cementitious materials capable of partially replacing cement (Jia et al.

2024). The wuse of supplementary cementitious materials aims to reduce the
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environmental burden caused by cement production and, in some cases, improve the
properties of concrete (Shukla et al. 2023).

High-strength concrete (HSC), defined by high compressive strength (typically >50-60
MPa), allows for slender structural members and improved durability, however, its
typically higher cement content can amplify environmental concerns associated with
cement manufacturing.

Red mud, the residue of alumina extraction via the Bayer process, is a large-scale
industrial by-product produced globally (Viyasun et al. 2021). Annual production
amounts to millions of tons, posing significant challenges for safe disposal and long-term
environmental management due to its high alkalinity (pH 10-12) and potential for
contaminant leakage (Raj et al. 2024; Rupa et al. 2025; Shirodkar et al. 2023).
Consequently, identifying effective methods to utilize red mud is a critical aspect of
sustainable industrial development and waste management (Alameri and Oltulu 2020).
Due to its chemical structure containing oxides of silicon, aluminum, iron and calcium,
red mud has been investigated as a potential supplementary cementitious material in
concrete formulations (Mahmoud 2025; Shirodkar et al. 2023).

Studies examining red mud as a partial cement replacement have yielded variable
results, particularly regarding its effect on compressive strength, with most studies
focusing on conventional or intermediate strength concrete grades (Alameri and Oltulu
2020; Shirodkar et al. 2023; Viyasun et al. 2021). Some studies suggest that incorporating
red mud at lower replacement levels, typically specified as between 10% and 20%, can
provide comparable or even improved strength compared to control mixtures (Venkatesh
et al. 2020). These benefits are generally attributed to a physical packing effect where the
fine red mud particles refine the pore structure and potential pozzolanic reactions
contributing to the formation of hydration products (Ding et al. 2024; Mahmoud 2025;
Ren et al. 2025). However, a consistent finding across studies is a decrease in strength at
higher red mud percentages, typically above 15-20% (Ai et al. 2021; Shukla et al. 2023;
Viyasun et al. 2021). The behavior of supplementary cementitious materials may differ
significantly in the microstructural and chemical environment of HSC, which is

characterized by its low water-binder ratio and dense matrix. Therefore, the primary
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objective of this study was to evaluate the effect of partially replacing cement with red
mud at various percentages (5% to 35%) on the 28-day compressive strength
development in high-strength concrete.
2. Materials and Methods
2.1. Materials

The primary materials used in this experimental investigation were red mud, Portland
cement, coarse and fine aggregate, water, and superplasticizer. Eight concrete mixes were
prepared. The control mix (M1) contained 0% red mud. In subsequent mixes (M2 to M8),
red mud was partially replaced by Portland cement at ratios of 5%, 10%, 15%, 20%,
25%, 30%, and 35% of the total cementitious weight as listed in Table 1.

Table 1: Mix Designations and Red Mud Replacement Ratios

Group Code Red Mud Ratio (%) Cement Ratio (%)
Ml 0 100
M2 5 95
M3 10 90
M4 15 85
M5 20 80
M6 25 75
M7 30 70
M8 35 65

2.2. Specimen Preparation and Curing

For each concrete mix, cubic samples of 15 cm x 15 cm X 15 cm were cast. After
casting, the samples were removed from the mold after 24 h and cured in water at
standard laboratory conditions for a period of 28 days before testing.
2.3. Compressive Strength Testing

Compressive strength tests were performed on 28-day cured cubic specimens using a
calibrated pressure testing machine. The tests were performed following the procedures
specified in the TS EN 12390-3 standard. The maximum load that each specimen could
carry before fracture was recorded, and the compressive strength was calculated by

dividing the maximum load by the cross-sectional area of the specimen.
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3. Results and Discussion
The compressive strength results of high-strength concrete (HSC) mixtures using red
mud as partial cement replacement are summarized in Table 2 and visualized in Figure 1.

Table 2: Compressive Strength Results at 28 Days

Group Code Red Mud Ratio (%) Compressive Strength (MPa)
Ml 0 85
M2 5 70
M3 10 64
M4 15 69
M5 20 61
M6 25 59
M7 30 58
M8 35 56

Compressive Strength vs. Red Mud Ratio

85 1

80

75

70 -

65

Compressive Strength (MPa)

55

T T T T T T T T
o] 5 10 15 20 25 30 35
Red Mud Ratio (%)

Fig. 1: Effect of Red Mud Replacement Ratio on 28-Day Compressive Strength of HSC

The experimental data show a clear trend: the control mixture (M1) achieved the
highest compressive strength at 85 MPa. However, the use of red mud as a partial cement
replacement resulted in a continuous decrease in compressive strength at all tested
percentages (5% to 35%). At the lowest replacement level (M2) of 5%, the strength
decreased significantly to 70 MPa, corresponding to a decrease of approximately 17.6%
compared to the control mixture. As the red mud content increased, the compressive
strength generally continued to decline, reaching 64 MPa at 10% (M3), 61 MPa at 20%
(MS), 59 MPa at 25% (M6), 58 MPa at 30% (M7), and a minimum of 56 MPa at the
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highest replacement level of 35% (MS). A slight deviation was observed at 15%
replacement (M4), where the compressive strength (69 MPa) was slightly higher than that
of the 10% mixture (64 MPa), but this value remained significantly lower than the
reference compressive strength and did not change the overall downward trend shown in
Figure 1.

This finding stands in notable contrast to numerous studies conducted on conventional
or moderate-strength concrete (e.g., M30 grade), where partial replacement of cement
with red mud has often shown potential benefits at lower percentages. For instance,
Viyasun et al. (2021) reported increased strength properties in M30 concrete with up to
20% red mud replacement. Similarly, Shirodkar et al. (2023) identified 10% red mud as
the optimal replacement level for enhancing compressive strength and durability in their
M30 concrete study. Venkatesh et al. (2020) also found optimal mechanical properties at
5% (untreated) and 10% (treated) red mud replacement in their concrete mixes.

The discrepancy likely arises from fundamental differences between high-strength and
medium-strength concrete, particularly the significantly lower water-to-binder (w/b) ratio
and the denser, less permeable microstructure inherent in high-strength concrete. In
moderate-strength concrete with higher w/b ratios and more porous structures, the fine
particles of red mud can exert a beneficial physical filler effect, occupy voids and refine
the pore structure. Additionally, some pozzolanic activity, where reactive silica and
alumina in red mud react with calcium hydroxide (CH) from cement hydration, might
contribute to the formation of additional calcium silicate hydrate (C-S-H) and calcium
aluminate silicate hydrate (C-A-S-H) gels over time, further enhancing strength.

However, in the highly optimized and dense matrix of HSC, these potential benefits
appear to be negated or overshadowed. The physical filler effect is less pronounced
because the initial packing density is already high, and the available void space is
minimal. In addition, replacing highly reactive cement particles with less reactive or
inert red mud particles weakens the overall binder matrix and disrupts the continuity of
the hydration products, leading to the observed reduction in compressive strength, even at

low replacement levels. Moreover, the inherent characteristics of the specific red mud
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used are critical. High concentrations of certain components, particularly alkalis (like
Na20), can negatively impact hydration processes and long-term durability.
4. Conclusion

Based on the experimental results regarding the partial replacement of cement with red
mud (5% to 35% by weight) in high-strength concrete, the following conclusions can be
drawn:

e The use of red clay as a partial cement replacement resulted in a continuous
decrease in the 28-day compressive strength of HSC compared to the reference mix (85
MPa). The strength gradually decreased from 70 MPa at 5% replacement to 56 MPa at
35% replacement.

e No optimum replacement ratio was observed to achieve maximum compressive
strength within the tested range (5-35%). The highest compressive strength was achieved
using 0% red mud.

e This study highlights that the effects of red mud are largely dependent on the grade
of concrete. Despite its potential benefits in some applications, its use as a direct cement
replacement in high-strength concrete has resulted in reduced compressive strength.
Future research should focus on exploring potential activation or pretreatment methods to

improve HSC performance.
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