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I Abstract:

The cybersecurity landscape is undergoing a radical transformation with the emergence of
“Social Engineering 2.0.” Attacks no longer rely solely on text manipulation but have expand-
ed to employ generative artificial intelligence techniques, specifically “deepfakes,” to create
hyper-realistic audio-visual media. This research paper aims to analyze the risks arising from
the integration of deepfakes in social engineering attacks, focusing on the current shortcom-
ings of traditional defense mechanisms that fail to detect deepfakes in compressed environ-
ments and live communication channels. Through a critical review of recent literature and the
proposal of a hybrid defense framework, the study discusses the importance of combining
automated technical analysis with human behavioral verification. The findings conclude that
technical solutions alone are insufficient in light of the development of competitive genera-
tive networks (GANs), recommending the adoption of “zero trust” strategies and out-of-band
verification as essential for protecting institutional and societal assets in the age of artificial

media.

H Keyword:
Deepfakes, Social Engineering, Cybersecurity, Synthetic Media, Voice Cloning, Hybrid De-

fense
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Hu-) gLaall dé1h ga gasll jluall (na glwilll jga wyyei apidall jLbYI ai9) “@ ol
cLli dnla @aadiall diclaizVll dwaiall Glaaxa Glw i (man Behavioral Verification
Lulio Ggall ggsy 26 3 @) dwlall (nd yg Las “guijall grignll @ yjill” @3aiwi ¢uill
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GYLa ¢ alizall GléIl o &4l Ggn éptis Lula Wygai ulhy jiaa Jia - (tual Anomaly
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.ahgall gc tnapeall casll Wady Laa dcyuy
dipadpll aladipall jglaii cnill (State-of-the-art Deepfakes) agall dullc Glaaall ¢na Lai -
Glgid pie Gaaill @iy (s polll 314ii g iay ol glel @lans Jasy “aydull didl” gla
alllla ¢“afhlall ahlaill” adisai) plley guaall aaill 1aa (Out-of-band Verification) dlixy
e iLiy @<all aaani aifay glwilll g<lg «anji< gaidll Ligh pwai ¢na tnhaiag
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